Business Continuity Plan Document Template

1. Risks:
a. Mission Critical:
i. Source Code Loss.
ii. Major Azure Outage.
iii. Data Breach.
iv. Pay system outage/failure/loss.
b. Business Critical:
i. Loss, deletion, corruption, or hack of a user accounts.
ii. Loss, deletion, corruption, or hack of archived accounts.
iii. Loss, deletion, corruption, or hack of a historical information (that which allows us to determine the most referenced paragraphs, documents, key words searched).
c. Business Impacts:
i. Unauthorized disclosure of user information/accounts.
ii. Major failure of Domain.com (URLs purchased through).
iii. Service outage/degraded service.
iv. Loss/corruption of database.
v. Loss/corruption of database backups.
vi. Failure of the database to scrape, parse, and update correctly.
vii. Delay in a standard database scrape, parse, and update.
viii. CUI or higher saved or exposed on the site -> Is this under business impacts.
2. Controls:
a. Controls that can mitigate risk.
i. Access controls.
ii. Azure security settings.
3. Control Methods: 
a. Don’t circumvent controls when they are identified/emplaced.
4. Configuration Management:
a. Change management board needs to be used to ensure the controls aren’t altered inappropriately.
5. Operational Assessment
a. Biannual reassessment of steps 1-4 keeps the plan relevant.

